Business Communications, Inc.

Technology Makes IT Possible. Our People Make IT Happen!



WHO IS BCI?

TRADITIONAL VALUE ADDED RESELLER

EXPANDED TO ADD MANAGED SERVICES
MANAGED SERVICE PROVIDER- MSP



WHO IS BCI?

SELLIT
SERVICE IT
MANAGE IT

SUPPORT IT



WHO IS BCI?

EVERYTHING WE DO AT BCI IS
CENTERED AROUND SECURITY

BCI BRINGS ENTERPRISE SECURITY TO SMALL AND
MEDIUM BUSINESSES



RANSOMWARE

Ransomware is a type of malicious software, or malware, that will block access to
your data. Your data is locked down via encryption. The only way to unlock your
data is with the encryption key. To obtain this key, you will be forced to pay a
ransom.



RANSOMWARE

WHY SHOULD YOU BE CONCERNED?

As a small to medium business, cyber criminals are specifically
targeting you and your data for the first time in history.



RANSOMWARE

58% OF ATTACKS TARGET SMALL TO MEDIUM BUSINESSES

*The Barkley Team

S6 TRILLION PROJECTED FOR 2021

*Cyber Observer

300% INCREASE SINCE 2015

*FBI Ransomware Prevention & Response Report

EVERY 39 SECONDS THERE IS AN ATTACK

*ID Agent
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RANSOMWARE ATTACK

(— Your personal files are encrypted \ \ T

You have 5 days to submit the payment!!! \ N\
To retrieve the Private key you need to pay )

Your files will be lost




RANSOMWARE

PATHWAYS

EXPLOITATION

VALID CREDENTIALS

PHISHING

BROWSING COMPROMISED WEBSITES

USB

SOLUTIONS

VULNERABILITY ASSESSMENT, PATCHING*

DARK WEB MONITORING**

SAT, PATCHING, AV, EDR

SAT, PATCHING, AV, EDR

SAT, PATCHING, AV, EDR



RANSOMWARE

BCI SOLUTIONS
MONITORED/CO-MANAGED WORKSTATIONS

PATCHING

DARK WEB MONITORING
SECURITY AWARENESS TRAINING
PHISHING SIMULATIONS

ANTI-VIRUS
ENDPOINT DETECTION AND RESPONSE

VULNERABILITY ASSESSMENT

BCI BRINGS ENTERPRISE SECURITY TO SMALL AND MEDIUM BUSINESSES
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e

THERE IS NO MAGIC BULLET



RANSOMWARE
ARE YOU DOING ALL YOU CAN DO TO PROTECT YOURSELF?

SOLUTIONS BCl FREQUENCY
PATCHING DAILY

DARK WEB MONITORING CONTINUOUSLY
SECURITY AWARENESS TRAINING YEARLY

PHISHING SIMULATIONS QUARTERLY
ANTI-VIRUS CONTINUOUSLY
EDR CONTINUOUSLY

VULNERABILITY ASSESSMENT MONTHLY
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RANSOMWARE

WHAT DO YOU WANT TO DO NOW?



RANSOMWARE
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